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1.0. Introduction 

Caerphilly County Borough Council’s Fleet Management and Risk 
Management Sections recognise their responsibility to Manage Occupational 
Road Risk and therefore have collectively developed this policy as part of 
their commitment to reducing Road Traffic casualties, improving quality of life 
and meeting a range of statutory requirements. 

CCBC recognised that its most valuable assets are its workforce & the tools 
required for them to undertake their duties safely, and as a result, this policy 
endeavours to manage and control occupational road risk by raising 
awareness of those risks by good management practice. 

 

2.0. Scope of Policy 

This Policy aims to support the Authority’s workforce, its Chief Officers, 
Directors and anyone with line-management or supervisory responsibility in 
delivering high standards of Safety in relation to driving at work, and applies to 
the following categories of work. 

Fleet Vehicles 
Leased Vehicles 
Hired or Contract Hired Vehicles 
Demonstration Vehicles 
Pool Cars  

 
This policy is also supported by: 
 
 Drivers Hand Book (Appendix 1) 
 Risk Management Policies 
 Relevant Health and Safety Policies  
 Relevant Personnel Policies 
 Terms and Conditions of Employment  
 The Management of Health and Safety Regulations 1999  
 Policy on use of Hand-held mobile phones 
 Date Protection Policy 
 
The policy is not intended to be prescriptive but to provide guidance, 
information and advice for managers and employees of CCBC. The aim is for 
the policy to assist them, flexibly and sensibly, to recognise, reduce and deal 
with the risks posed to employees and volunteers while they are travelling on 
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council business. Employees and Elected Members driving from home to the 
place of work are deemed to be commuting which is not covered by this 
policy. However, the policy covers workers travelling direct to site from home 
when in a Council Vehicle  
 
This policy applies to all council employees, including elected members who 
drive council owned/leased or hired vehicles and those who travel while at 
work on council business driving council owned/leased or hired vehicles.  The 
council also has a duty of care to all stakeholders who need to travel while on 
duty for Caerphilly County Borough Council.  The policy does not cover the 
use of private cars for Council business (“grey fleet”). 
 
 

3.0. Purpose of  the Policy  
 

Approximately 30% of all fatal road crashes involve people who are at work. 
 
Not managing Occupational Road Risk well can have a number of effects on 
the Council including: 
 

• Loss of staff, absenteeism because of injuries, and less productivity. 
• Loss of, or damage to, vehicles and other property. 
• Increased insurance costs, e.g., vehicle repairs or replacements. 
• Compensation claims and increased motor insurance premiums. 
• Action by the enforcing authorities, e.g., the HSE or the police. 

 
This policy reinforces and introduces features specific to driving whilst at work 
such as:  
 

• Driving-related risk assessments. 
• Verification of legal entitlement to drive. 
• Assessing suitability of vehicles used at work. 
• Checking of key documents. 
• Use of mobile phones. 
• Save and fuel efficient driving. 
• Improving the efficiency of services and reliant on fleet for delivery. 
• Repudiating false allegations and claims against drivers. 

 
These features are designed with the safety of drivers and passengers in 
mind and to make sure managers remain aware of the key issues.            
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The government has set a target to reduce road traffic accidents by 2020, and 
part of this initiative is aimed at people who drive council owned/leased 
vehicles as part of their work. Caerphilly County Borough Council has 
responded by developing this Occupational Road Risk Policy to help drivers 
and anyone with line management or supervisory responsibility to be more 
aware of, and thereby reduce, the risks associated with driving.   

 
 
 4.0. Legislative Requirements 
  

In addition to the general day-to-day responsibilities of the Council, Caerphilly 
County Borough Council is bound by many legislative requirements in 
particular those indicated below.  

  
 The Health and Safety at Work Act 1974 requires employers to ensure, so 

far as is reasonably practicable, the Health and Safety of all employees and 
others who may be affected by work activities such as driving. 

 
 The Management of Health and Safety at Work Act 1999 imposes a duty 

on employers to undertake suitable and sufficient assessments of work 
activities such as driving if there is a reasonably foreseeable risk of injury or 
ill-health. 

 
The Provision of Use of Work Equipment Regulations 1998 requires 
employers to provide information, instruction and training to relevant 
employees on the safe use of equipment such as vehicles.   The regulation 
also requires work equipment such as vehicles and associated equipment to 
be inspected and maintained to ensure their safe use. 
 

 Terms and Conditions of the Authority’s Operators’ Licence require that 
the named Operators will uphold the Terms and Conditions of this licence with 
regard to Vehicle Maintenance; Defect Reporting; Driving Hours; and the Safe 
Loading of Vehicles. 

 
Transport Rules and Regulations require all Road Transport Rules and 
Regulations to be adhered to, and where offences are committed appropriate 
action is taken to ensure as far as is reasonably practicable, that such 
offences do not occur in future.    This will include but is not limited to: 

• Highway Code 
• Road Traffic Act 1989 
• AETR and Domestic Driving Rules 
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• Regulations as Laid Down in the Chapter 8 Code of Practice 
• Terms and Conditions laid down in the Authority’s Operator’s Licence 
• Use of VMI systems has an effect on individuals whether they are 

operators/drivers of the vehicles or members of the public caught on 
CCTV.  The Data Protection Act 1998 provides protection for 
personal information relating to living individuals while the Human 
Rights Act 1998, article 8 provides for the right to private and family 
life, home and correspondence. 
 
 

5.0. Our Policy 
 

In recognition of the Council’s Legal and moral obligations for ensuring driver 
safety, Caerphilly County Borough Council actively seeks to take all 
reasonably practical measures to ensure safe systems of work are provided to 
those undertaking driving activities as part of their employment. 
 
As an extension to this obligation the Council aims to provide a systematic 
and planned approach to road safety through a process of continuous 
improvement with the overall objective of achieving the highest standards of 
occupational road safety.  
 
In discharging these duties the authority will ensure that 
 
 Verification of Legal Entitlement to Drive initially by Manual Inspection 

of Driving Licences; followed by DVLA periodic electronic checks 
determined by risk posed by the driver.  These checks are made on the 
basis of driver consent which is renewed periodically. 

 All drivers prior to driving council owned/leased vehicles on Council 
business will undergo a robust Driving Assessment, and any 
recommendation resulting will be implemented and documented. 

 A register of successfully assessed drivers will be kept and only those 
drivers on this register will be authorised to drive council vehicles up to 
their assessed category. 

 Following successful assessment, and licence check by the Insurance 
& Risk Management Department, the drivers details are entered onto 
the Authority’s Drivers Register, and a drivers handbook is provided to 
Drivers with all relevant information given   

 Work related driving activities are risk assessed with the objectives of 
reducing road traffic accidents to the lowest level reasonably 
practicable. 
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 Fleet Vehicles used in the course of Council activities are appropriately 
maintained and fit for purpose. 

 Arrangements are put in place to ensure the reporting, recording and 
investigating of all accidents and incidents from work related driving.  
This will include the use of vehicle management systems as 
appropriate (eg: vehicle tracking systems, vehicle camera systems, 
digital tachographs, etc).  The use of such systems will be in 
accordance with the Vehicle Management Systems Privacy Impact 
Assessment. 

 Adequate arrangements are in place to identify and implement 
remedial actions following road traffic accidents. 

 Arrangements are in place to ensure that all documents supporting this 
policy are available to Chief Officers/Directors; Managers and Drivers. 

 
In addition to these general aspects relating to the discharge of its duties, the 
Authority will pay particular attention to the use of vehicle tracking/CCTV & driver 
training. 
 

 Vehicle Management Information Systems (VMI Systems) 
 

The Authority utilises Vehicle Management Information Systems (including: Tracking 
systems, External 360 degree camera systems, digital tachographs, etc.) within its 
fleet. These are installed to provide vehicle security and location identification; 
vehicle management information and utilisation. These systems  can assist in 
maintaining and monitoring safety, protection of drivers from claims and improved 
efficiencies within respective departments, VMI systems usage will be in accordance 
with the VMI Systems Privacy Impact Assessment (attached at Appendix 2) and 
access to data from VMI Systems will need to be requested via completion of the 
VMI authorisation form (attached at appendix 3). This form requires a strict 
authorisation process before VMI systems data can be accessed.  In the event of 
technological changes, market development of alternative VMI systems, requests to 
use additional VMI systems by insurers, VOSA, HSE, etc then further consultation 
with the relevant Trade Unions will be undertaken and the Privacy Impact 
Assessment (PIA) updated accordingly.   However there are particular 
circumstances where technology is used to ensure a service is delivered.  In areas 
where technology is used to deliver a service, such as winter maintenance and 
flooding response/gully inventory, there is a need to monitor the technology to 
ensure that it is working safely, appropriately and recording the required data 
(examples of this technology include monitoring the consistency of salt spreading in 
winter maintenance operations).  This is essential management information that can 
be crucial to allow urgent responses during emergencies such as winter 
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maintenance and flooding.  Access to this information ensures protection for the 
employee to ensure that they can be located for safety reasons and also assists in 
allocating the most appropriate resource at times of emergency for speed of 
response.  It also allows officers to ensure that the technology utilised in the cabs is 
working appropriately in assisting staff deliver the service.  It is therefore essential 
the allocated managers are provided access to this information as and when 
necessary to assist and monitor service delivery.  This access will not to be used to 
routinely monitor and track staff. 

 
Driver Training 
 
All drivers prior to being included on the Driver’s Register will undertake a full 
comprehensive driving assessment.  During this assessment a Risk Level is added 
to each driver.   This is based on any disciplinary penalties relevant to their driving 
licence, disclosed medical conditions and driving style at the time of the assessment. 
 
Where drivers are deemed to be high risk, they will not be added to the Driver’s 
Register until further Driver Training has been completed, and the corporately 
appointed Driver / Trainer Assessor is satisfied that the level of driving is of a 
sufficient standard to be added to the Drivers Register. 
 
Drivers who drive vehicles in excess of 3.5 Tonne GVW are required to undertake 
legislative Driver CPC Training.    Drivers who do not hold a valid Driver CPC 
Qualification Card are not permitted to drive vehicles over 3.5 tonne GVW.    In 
addition, Tool Box (“on the job” talks/advice) Talks are provided to drivers by 
individual departments (where service needs deem this necessary) and by the Fleet 
Manager / Driver Trainer-Assessor where areas of concerns are identified. 
 
6.0. Key Organisational Responsibilities for this policy 
 
6.1. Chief Executive / Risk and Insurance Manager 
 

The Chief Executive along with the Risk and Insurance Manager has overall 
responsibility for ensuring that:    
 
 The Occupational Road Risk Policy will be implemented corporately with 

the responsibility for the implementation within each service delegated to 
the appropriate Director / Head of Service. 

 Adequate resources are made available to ensure the Occupational Road 
Risk Policy is implemented effectively 
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 Periodic reviews of Safety performance are completed and results are 
used to highlight specific areas that require improvement. 

 A register of authorised vehicle users is kept up to date. 
 A Privacy Impact Assessment (PIA) is developed with assistance from the 

Council’s Senior Information Risk Owner (SIRO) to cover any privacy 
impacts of this policy. The PIA must be updated when new uses of 
personal data are considered, and recommendations properly carried out.   

 
 
6.2. Directors / Heads of Service 
 

Directors and Heads of Service are responsible for ensuring that the 
standards contained in the Occupational Road Risk Policy and supporting 
documents are implemented effectively.  In so doing they will ensure  
 
 Managers are fully aware of their roles and responsibilities in managing 

occupational road risk; 
 Adequate resources are made available to ensure that the Occupational 

Road Risk Policy is implemented effectively 
 Heads of Service, as Information Asset Owners, will assure the SIRO in 

regular Information Risk Returns that any privacy impacts of this policy are 
properly addressed.   

 
 
6.3. Fleet Manager  
 

The Council’s Fleet Manager has responsibility to ensure   
 
 The procurement of an appropriate fit for purpose fleet of vehicle 
 Compliance with the Authority’s Operators’ Licence and other legislative 

requirements associated with the Fleet of Vehicles. 
 Management Systems, Drivers Handbook and other legislative information 

are provided to Drivers following successful assessment. 
 Drivers are provided with sufficient information; instruction and training on 

procedures established to minimise risk associated with work related 
driving activities.  

 Necessary checks on documentation (electronic or paper based), 
depending on risk, are undertaken for all employees who undertake work 
related driving (NB: This does not apply to the “Grey” fleet). 

 Employees  report medical conditions, which affect their ability to drive to 
the Driver and Vehicle Licensing Agency (DVLA) and their line manager. 
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 A register of fleet vehicles is kept up to date. 
 Heads of Service are notified of any road traffic offences that the Fleet 

Manager is made aware of. 
 Evidence consideration of privacy impacts of any additional 

technology/functions procured to support this policy, with advice from 
Exemption Panel if needed.  

 
 
6.4. Operational Managers 
 

Operational Managers have a responsibility for ensuring the Health and 
Safety of their employees and will ensure: 
 
 Appropriate Health and Safety Management arrangements are 

implemented within their own area of the control in managing occupational 
road risk. 

 That the health & safety arrangements comply with the occupational road 
risk policy and other associated documents  

 Work related driving risks to employees and others are identified, 
assessed and recorded and that suitable controls to reduce or eliminate 
risk are implemented. 

 Employees are provided with sufficient information; instruction; training 
and supervision on procedures established to minimise risk associated 
with work related driving activities. 

 Employees are referred to Occupational Health and/or HR for advice on 
fitness for work when a driver declares a Health Problem. 

 All accidents and incidents concerned with work related driving activities 
are reported, recorded, investigated and monitored in accordance with the 
Council’s policies  to ensure that health and safety arrangements remain 
relevant and effective and that appropriate support is provided to any 
employee who has been involved in and/or injured in a work related driving 
incident. 

 Thorough investigations are carried out immediately following notification 
from the employee that they have been involved in any road traffic 
accident or the commitment of any road traffic offence.  This investigation 
will be carried out in accordance with the Authority’s Disciplinary 
Policy/Procedure.  The Service Manager will notify the Fleet Manager of 
the investigatory process and outcome of the investigation to enable 
effective liaison with the Traffic Commissioner /VOSA in the event that the 
regulatory body requests the relevant information.. Employees have been 
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instructed to report medical conditions, which affect their ability to drive to 
the Driver and Vehicle Licensing Agency (DVLA) 

 That their employee Road Safety Performance is included in their 
Personal Development Review (PDR) where driving is a core part of their 
activity. 

 That their employees are listed on the Drivers Register and are therefore 
authorised to drive council vehicles. 

 
 
6.5. Employees 
 

All employees have a responsibility to ensure: 
 
 They follow the procedures and arrangements established by 

Management to ensure their Health and safety whilst undertaking work 
related driving. 

 They participate in any instruction or training required to ensure they are 
driving safely at all times 

 Any unsafe situations, areas of concern or health issues affecting their 
abilities to undertake their driving activities are brought to the attention of 
their manager. 

 They give due consideration to their own safety and that of others who 
may be affected when they undertake work related driving activities by 
undertaking dynamic route risk assessments. 

 They comply with the requirements of the Highway Code and any other 
associated legislation. 

 They report any accidents, incidents or offences that occur when 
undertaking work related driving activities to their manager immediately, or 
as soon as reasonably practicable following the accident, incident or 
offence. 

 They report any offences outside work which may affect their ability to 
drive in work. 

 They participate in any investigation following a work related driving 
accident/incident in which they have been involved.   

 They sign an authorisation mandate allowing the authority to check their 
licence electronically with the DLVA Database (subject to periodic 
renewal).   The also submit on request a copy of their full driving licence 
for inspection. 

 All items carried on vehicles are adequately and safely secured using the 
correct tools and/or strapping. 
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 All Driver’s should be aware of their obligations when driving a Council 
Owned/Operated Vehicle.   They should also be aware that any additional 
working activities outside of the Authority could impact upon their ability to 
drive.   It is therefore necessary that driver’s keep adequate records of any 
working activities they undertake, and present to their line manager in 
order that they are aware of their full working activities.  This is also a 
requirement of the Authority’s Code of Conduct for Employees. 

 
 
7.0. Appendices 
 

Appendix 1: Drivers Handbook 
 
Appendix 2: VMI Systems Privacy Impact Assessment (PIA) 

 

 Appendix 3:  VMI Authorisation Form 
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Step 1: Why is a PIA required?  

  
Background 
 
As outlined in draft Occupational Road Risk Policy the government has set a target 
to reduce road traffic accidents by 2020, and part of this initiative is aimed at people 
who drive council owned/leased vehicles as part of their work. The public sector is 
also facing financial pressure, and it is vital that the Council finds ways of saving 
money and working more efficiently.   
 
Arrangements are proposed to ensure the reporting, recording and investigating of 
all accidents and incidents from work related driving. In addition the Authority needs 
to ensure that its vehicles are used safely, efficiently and effectively.  Consequently, 
the Authority will install and utilise Vehicle Management Information (VMI) systems 
to its vehicle fleet which will be the subject of specific policies covering their use.  
Clearly there is a privacy element to use of these systems therefore a Privacy Impact 
Assessment is required taking account of the ICO’s Employment Practices Code, 
existing privacy laws and looking ahead to the ‘privacy-by-design’ aspect of new data 
protection legislation which will apply in May 2018.   
 
VMI systems may include:-  

• Vehicle Tracking Devices; 
• CCTV/external Vehicle Camera Systems; 
• Digital Tachographs. 

(This list is not exhaustive). 
 
These systems also have essential benefits in protecting employee safety, protecting 
the security of the vehicle fleet and defending illegitimate claims against the Authority 
as well as helping to ensure the Council can comply with its duties under S172 of the 
Road Traffic Act and the Health and Safety at Work Act. 
 
Proposed use of VMI systems 

VMI systems will be installed within the Council’s fleet of vehicles to provide vehicle 
security and location identification; vehicle management information and utilisation; 
and information about driver behaviour. The systems may comprise: 
• Digital tachographs on specific vehicles (a legislative requirement) 
• 360 degree cameras on  specific vehicles to record activity of other vehicles, and 

correct operation of the council vehicle by staff (e.g. no double-loading, using a 
banksman while reversing, etc).  

• Vehicle tracker to determine where and how the vehicle is driven using GPS 
• Specific service delivery technologies eg: salt spread monitoring. 
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It is anticipated that over time, the introduction of the VMI systems will: 
• Provide more protection for employees and teams, by helping to pinpoint any 

incident to the emergency services. 
• Help identify the nearest appropriate resource to deal with service requests, 

emergency situations. improving the service provided to the public 
• Assist with optimising service delivery routes with regards to regular and one off 

demands, with added benefits in terms of reduced fuel consumption, reduced 
vehicle emissions and improved efficiency of vehicle usage.  

• Help with developing a system to allow works orders to be transmitted to and from 
vehicles and improve two way communications between depots and work 
locations 

• Facilitate the recording of certain specific information in relation to key 
performance indicators, such as gully cleansing, street sweeping, gritting and 
assist with monitoring of in-service vehicle utilisation. 

• Protect the authority against false insurance claims 
• Mitigate the requirement for daily log sheets for non Operator’s Licence Vehicles. 
• Assist with the recovering of stolen vehicles and supporting evidence in the event 

of a road traffic incident. 
• Assist in the managing of Key Performance Indicators and Statutory Targets that 

are imposed upon the authority e.g. carbon reduction 
• Positively monitor driver behaviour to assist in the development of a training 

programme that could improve driving skills, which would subsequently result in 
an overall reduction in costs and improved vehicle safety and efficiency. 

• Assist with the development and administration of route risk assessments. 
• Increase protection to the lone worker in that it will respond to potential 

emergency situations by allowing the lone worker to press a panic button to call 
for help. 

•  Information gathered by VMI systems will assist in the day-to-day, effective 
management of Council services. The information may also assist in the 
application of the range of HR policies which are used to assist in the effective 
management of the Authority’s multiple staff groups. 

• The system may be used to allow deliveries of material or equipment to the skilled 
workforce to be improved, thereby reducing wasteful travelling time and optimizing 
use of resources. 

• Systems can be developed to identify the nearest appropriate resources in the 
event of an emergency or developing situation. 

• The system can be used to identify waste and uneconomical use of transport 
resources in order to reduce costs.  

• A system may be developed that allows work to be transmitted to and from 
vehicles electronically improving productivity through reducing unnecessary 
downtime 

• The system may provide for safe & legal two-way communication between base 
and the remote work location. 

 
Generally Council vehicles are only used for Council business.  However, this may 
include the use of an authority vehicle out of hours when overtime is authorised, or 
the vehicle is being used for stand by, call out or emergency activities. Monitoring 
should only take place when a vehicle is being used for Council business. If 
monitoring evidences that a vehicle is used outside work hours for non-Council 
business, appropriate action may be taken.  
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All employees will be made aware of the use of VMI systems and no information will 
be recorded without their knowledge i.e. the system will not be used for covert 
surveillance.  
 
Information flows 
 
The proposed uses of the vehicle tracking system are documented above, and give 
a picture of the information flows. In addition: 
 
The system allows data regarding the position and in some cases the application of 
each vehicle to be determined, captured, relayed and securely stored within the 
Fleet Management Service. This data is collected on a 24 hour, 7 day week basis. 
 
Data will only be accessed by the duly appointed posts after completion and 
authorisation of the VMI authorisation form, and will only be accessed at a central 
point within the Council’s offices. 
  
Data will be overwritten after 30 days, but data that requires retention due to an 
incident will be (securely) stored for the required length of time according to the 
purpose, as outlined in the Council’s Records Retention and Disposal Policy. No 
access to the system will be granted to unauthorised staff.  

 
Data retained in the system will only be made available by the Fleet Manager for 
audit and council business purposes on receipt of an authorised Request for 
Information (completed VMI authorisation form) from an authorised  Insurance or 
Risk Management Officer/ Manager/ Head of Service/ Head Of HR/ Director.  Where 
necessary the Authority’s Exemption Panel will be consulted.  
 
It is anticipated that there will be regular reports produced and supplied to service 
managers, an example of these reports are indicated below:   
 
 Idling Reporting 
 Vehicles Used Out of Hours 
 Vehicles Used Outside the County Borough 
 Speeding Reports – in excess of 70 mph 
 Vehicles not used 

These reports will also be used to communicate any positive aspects to employees 
and to identify any training needs which will benefit drivers and other employees as 
well as the Authority in the long term. 
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Step 2: Identify privacy risks and solutions 

Privacy risk to individuals Council risk (inc 
DPA, HRA, other 
law/ requirement).  

 Solution(s) Evaluation: is 
the risk 
eliminated, 
reduced, or 
accepted? 
 

1. Staff movements being 
monitored constantly throughout 
the working day is highly 
intrusive, an infringement upon 
their right to privacy (HRA), and 
could cause anxiety amongst 
staff. Intrusiveness would be  
increased if audio recordings 
were used, so audio is not part of 
these proposals. ICO 
Employment Code of Practice 
cites continuous monitoring as 
only justifiable in high risk areas 

Need to ensure that 
the processing 
complies with HRA 
and DPA and in 
particular P1 and 2 
unless an exemption 
applies e.g. S29 
(prevention or 
detection of crime).  
 
Due to ICO 
Undertaking signed 
by Chief Executive 

The following lists monitoring activities 
from lowest privacy risk to employees to 
highest privacy risk to employees: 
 
1. (lowest risk) Monitoring of vehicle 

travel (i.e. route tracker) 
2. Use of outward facing cameras 
3. Use of inward facing cameras 
4. (highest risk) Use of audio 
 
Do not use the most privacy intrusive 
activities (i.e. audio and in-cab cameras), 
and use the least privacy intrusive 

Risk is 
reduced but 
not eliminated,  
 

 
 



 

for example working in a nuclear 
power station or in a jewellers 
with valuable objects. 
 
Staff may be unaware that 
historic information captured by 
the vehicle monitoring equipment 
could be used as part of 
investigations into their conduct, 
etc. to verify the actions/location 
of an employee on a specified 
day/time. 
 
 

 

relating to use of 
covert surveillance, 
Audit Cttee agreed 
that no employee 
surveillance would 
be undertaken until a 
policy is written, but 
this would be held in 
abeyance due to 
other pressing HR 
priorities (Audit Cttee 
minutes dated 11 
June 2014). The 
definition of 
employee 
surveillance was not 
given, but can be 
assumed to mean 
covert surveillance, 
as outlined in the 
WAO report. 
However the Council 
needs to be careful 
to fully comply with 
the ICO Undertaking 
and Audit Cttee 
requirements, 
otherwise ICO action 
and compensation 

activities to achieve aims.  
 
If the primary purpose is staff monitoring 
for health and safety reasons (rather than 
non-personal such as route efficiencies), 
this needs to be very clear at outset of the 
Occupational Road Risk Policy, together 
with setting staff expectations that data 
could be used in HR investigations. 
 
Distinction between staff surveillance and 
monitoring is blurred, so Member 
consultation is key to make sure Members 
are happy with this activity, either in the 
absence of a surveillance policy, or to 
trigger development of a surveillance 
policy by HR. 
 
Consent unlikely to be appropriate as 
there may be occasions when the systems 
need to be used even though consent is 
withheld. Therefore DPA S29 may be 
used for crime prevention/detection 
purposes, or Sched 2(5)(d) ‘The 
processing is necessary  for the exercise 
of any other functions of a public nature 
exercised in the public interest by any 
person’ for other purposes. Exemption 
Panel needs to approve use of these 
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claims could result.  
 
A workforce that 
feels untrusted is 
less likely to want to 
positively contribute 
to the success of the 
enterprise.  Needs to 
be managed 
properly. 
 
However not having 
access to reliable 
data from the 
tracking system 
could hinder 
investigations, 
potentially leading to 
an erroneous 
conclusion, or 
prevent mistakes 
being identified and 
corrected before 
they cause an 
accident (which 
could cause a 
significant threat to 
life).  

exemptions/schedules the first time they 
are used for each new purpose, so that 
there is a full audit trail of careful 
consideration of them.  
 
However Principle 1 requirement for 
fairness also needs to be fulfilled via the 
following:  
 
If a decision is made to go ahead, ensure 
staff are informed that vehicle tracking is 
being used e.g. through: 
• Consultation with Trade Unions.   
• Awareness raising sessions  
• Newsletters 
• Update driver manual 
• Driver CPC Training 
 
Only use data from the point that the 
Vehicle Policy is agreed and staff informed 
– use of historic data captured on cameras 
prior to this date needs particular 
consideration at Exemption Panel. 
 
If considering usage in an HR 
investigation, (and a criminal offence is not 
being investigated), any alternative 
evidence available should be considered 
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first which would be more compatible with 
the DPA. The employee should be 
presented with the information used to 
allow them to make representations before 
any action is taken. 
 

2. Privacy risk to members of the 
public recorded by outward 
facing cameras. 
 

DPA and HRA 
breaches, which 
could lead to ICO 
action and 
independent action 
through courts. 
 

Minimise amount of recording that will 
cover members of the public and private 
property where possible.  
 
Information on type of recording, 
purposes, and contact details for Council 
as Data Controller needs to be 
communicated, e.g. on clear, large vehicle 
signs; Council website; Newsline articles; 
etc.  
 
Keep information secure and dispose of it 
regularly.  
 

CMT may 
need to accept 
this risk as it is 
difficult to 
reduce it. 

3. Function creep – once initial 
purpose is approved it could be 
used for other purposes.  
 

DPA and HRA 
breaches unless 
new purpose is 
properly considered 
via a PIA, which 
could lead to ICO 
action (inc monetary 
penalties) and 

Set up a robust mechanism to evidence 
that each request to use information 
captured by the vehicle tracking system 
has been considered by Exemption Panel 
and would comply with the DPA, HRA, etc. 
 
To make sure there is trust, the stated 
aims in the policy must be adhered to and 

Reduced.   
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compensation 
claims.  

data should only be used for the purposes 
outlined in the policy and communicated to 
staff (and only for business activities), 
unless the data reveals activities which no 
employer could reasonably be expected to 
ignore.  In such instances the  
Authority’s relevant policies will be 
followed. 
 

4. Information captured by the 
vehicle tracking system should 
be included in searches for SARs 
where relevant.  
 

Failure to comply 
with P6 DPA could 
lead to ICO action 

Good record-keeping practices, including 
appropriate filing practices and following 
retention periods on tracking data as well 
as data stored in other formats such as 
email, will ensure this is done. 
 

Reduced 

5. Access to personal information 
captured by the VMI system 
should be restricted to a limited 
number of individuals e.g. HR 
officers, Head of Service, etc.  
 

Failure to comply 
with DPA could 
result in ICO action 
and compensation 
claims.  

Identify the process to be followed when 
requesting access to information (the 
‘Internal Request for data from VMS’ 
form), and establish who is able to 
authorise such requests e.g. Heads of 
Service.  Exemption Panel should be 
involved, at least in the early days, to 
establish acceptable uses of the system in 
compliance with he agreed policy. Training 
should be provided for staff involved so 
they thoroughly understand the process. 
 
System access by designated users will 

Reduced 
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be monitored with a full audit trail available 
to authorised personnel. 
 
Security of the system should be 
documented in the policy.  
 

6. Information retained for longer 
than necessary. 

Failure to comply 
with P1, 5 and 6 
DPA.  

Justify reasons for retention decision 
clearly in policy, and make sure there are 
mechanisms for regular review and 
confidential destruction of data.   

 

Reduced 

7. Any third party collection of 
data? Individual needs to be 
confident that if so their 
information is protected.   
 

Failure to comply 
with P7 DPA, which 
can lead to 
substantial monetary 
penalties.  

Put Data Processor agreements in place. 
 
If transferred outside EEA, make sure 
equivalent DP protections are in place.  
 
 

Reduced 
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Appendix 2 
 

 

Step 3: Consultations 

 
• CIGU and SIRO (undertaken throughout 2015-2017) 
• CMT 
• ICO (undertaken Feb 2016) 
• HR Strategy Group (undertaken May 2016) 
• Trade Unions (undertaken October/November/December 2016 and January 2017) 
• Exemption Panel on specific uses of the data as they arise (if required) 
• Employees 
• Heads of Service 
• Legal 
• Members 
 

 
 



 

Step 4: Data Protection Review  

 
CIGU must verify that this PIA has considered all aspects of data protection and privacy, 
and will seek legal advice at Exemption Panel if necessary.  
 

Date PIA 
shared 

CIGU comments CIGU Officer 
name and date 

Drawn up by 
CIGU in 
conjunction 
with Service 
Area, Jan 
2016 – Feb 
2017 
 
 
 
 
 
 
 
 

I am advised that information gathered by VMI 
systems will assist in the day-to-day, effective 
management of Council services. The information 
may also assist in the application of the range of HR 
policies which are used to assist in the effective 
management of the Authority’s multiple staff groups 
 
The current Council stance, as agreed by Members 
at Audit Cttee on 11 June 2014, that no employee 
surveillance will be undertaken means that extreme 
caution needs to be taken in considering proposals 
for monitoring staff. Any monitoring needs to be 
carefully considered and consulted on (including 
with Trade Unions) to make sure Members are 
satisfied and ICO is confident the Undertaking 
signed by the Authority is being fully complied with.  
 
The least privacy intrusive technologies should be 
considered to achieve stated aims, avoiding the 
most intrusive (including audio) as much as 
possible..Clarity on legal powers to process data is 
important, even more so when the General Data 
Protection Regulation takes effect in May 2018. 
Consent to capture and use  data is usually the 
clearest legal power as long as fairness can also be 
proven, and staff may give consent to prove they 
have not acted inappropriately. However it is not 
advisable to request consent if the Council will have 
to use the data anyway, as failure to observe a 
refusal of consent could be unfair. Therefore 
reliance on other Sched 2 conditions and good 
publicising of this data collection/use is advisable. 
We need to be aware that there is always a risk of 
challenge without evidenced consent, but the 
consultations as part of this PIA and compromises 
made on use of the technology lowers the risk.  
 
Employees will be informed clearly in the Driver’s 
Handbook that this technology is being implemented 
and what their data could be used for, and it is 
advisable that the public are informed via an article 
in Newsline/Council website, or via any other means 

Joanne Jones, 
Feb 2017 
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deemed appropropriate.  
 
Regulation of Investigatory Powers Act (RIPA) is not 
relevant as none of this activity will be covert.  
 
 

 

 
 
 

Step 5: Approval of PIA outcomes  

Who has approved the privacy risks involved in the project? What solutions need to be 
implemented? Is final impact on individuals a justified, compliant and proportionate response 
to the project aims? 
 

Risk Approved solution Approved by  
 
As outlined in Step 2. 
 

As described in Step 2.  
 

 

 
 

Step 6: Integration of PIA outcomes into project plan   

Who is responsible for integrating the PIA outcomes back into the project plan?  Who is 
responsible for implementing the solutions that have been approved? Who is the contact for 
future privacy concerns? 
 

Action to be taken Date for completion of 
actions 

Responsibility for action 

 
 
 
 

  

 
Contact point for future privacy concerns (must be an officer involved in project, not 
CIGU).  
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Annex to Step 4: Evidence all risks have been addressed 

 
CIGU will confirm whether all aspects of DPA have been addressed in this PIA.  
  
Principle 1 
Personal data shall be processed fairly and lawfully and, in particular, shall not be 
processed unless: 
a) at least one of the conditions in Schedule 2 is met, and 
b) in the case of sensitive personal data, at least one of the conditions in Schedule 3 
is also met. 
 
Question: 
 

Response: 

Have you identified the purpose of the project? Yes 
How will you tell individuals about the use of their 
personal data?  

Approval of Occupational Road 
Risk Policy by Trade Unions and 
Members and subsequent 
publicising of policy; use of 
generic Fair Processing Notice 
on website, staff briefing 
sessions, work manual, general 
policy awareness on surveillance, 
etc. 

Do you need to amend your privacy notices? Yes 
How will fairness be achieved? 
 

As described above, and 
ensuring all procedures on 
retention, access and use of data 
are followed. 

Have you established which conditions for 
processing apply?  

Can consent be achieved? If not 
(or if not desirable) DPA Sched 
2(5)(d); also exemption S29 
when appropriate. 

If you are relying on consent to process personal 
data, how will this be collected and what will you 
do if it is withheld or withdrawn?  
 

 
Consent is not deemed to be 
required for the VMI systems 
currently being proposed for use.  
If these systems are ever subject 
to change, the TU’s would be 
consulted again, PIA revised, and 
requirement for consent would be 
revisited. 

Human Rights Act considerations: 
 

 

Will your actions interfere with the right to privacy Yes, as employees are entitled to 
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under Article 8? a degree of privacy in work 

environment (ICO). However 
proposals have been sufficiently 
co-ordinated and risk managed 
and concessions have been 
made to limit that impact.i.e no 
audio, no in cab use.  

Have you identified the social need and aims of 
the project?  

Yes, recent high profile media 
stories illustrate tragic 
consequences of accidents 
involving heavy vehicles. Also 
can protect employees in the 
event of complaints about them. 

Are your actions a proportionate response to the 
social need? 

Yes 

Other legal considerations:   
 

H&S legislation, Duties under 
Road Traffic Act 

 
Principle 2 
Personal data shall be obtained only for one or more specified and lawful purposes, 
and shall not be further processed in any manner incompatible with that purpose or 
those purposes. 
 
Question: 
 

Response: 

Does your project plan cover all of the purposes 
for processing personal data?  

Yes 

Have you identified potential new purposes as the 
scope of the project expands?  

No, if new purposes are identified 
an update to this PIA will always 
be required. 

 
Principle 3 
Personal data shall be adequate, relevant and not excessive in relation to the purpose 
or purposes for which they are processed. 
 
Question: 
 

Response: 

Is the quality of the information good enough for 
the purposes it is used?  

Yes 

Which personal data could you not use, without 
compromising the needs of the project?  

Audio and in-cab cameras will not 
be used unless required at a later 
date. Further consultation will be 
required with Trades Union and 
Stakeholders  

 
Principle 4  
Personal data shall be accurate and, where necessary, kept up to date. 
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Question: 
 

Response: 

If you are procuring new software does it allow 
you to amend data when necessary?  

Yes 

How are you ensuring that personal data 
obtained from individuals or other organisations is 
accurate?  

The vehicle tracking system may 
be used to make contact with the 
operatives throughout the day to 
update/amend work schedules or 
to divert resources when 
required, and this would verify 
that the vehicles are in the 
location detailed by the tracking 
system. Reports will also be 
produced for use by management 
for operational and performance 
management purposes.  
 

 
Principle 5 
Personal data processed for any purpose or purposes shall not be kept for longer 
than necessary for that purpose or those purposes. 
 
Question: 
 

Response: 

What retention periods are suitable for the 
personal data you will be processing?  

30 days, unless longer needed 
due to Council Business 
requirements.  

Are you procuring software that will allow you to 
delete information in line with your retention 
periods?  

Yes 

 
Principle 6  
Personal data shall be processed in accordance with the rights of data subjects 
under this Act. 
 
Question: 
 

Response: 

Will the systems you are putting in place allow 
you to respond to subject access requests?  

Any records (if not overwritten) 
will need to be considered for 
disclosure under a SAR. Make 
sure technology used is able to 
extract relevant data, including 
pixelating or editing unnecessary 
data.  
 

If the project involves marketing, have you got a 
procedure for individuals to opt out of their 

N/A. 
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information being used for that purpose?  

 
Principle 7 
Appropriate technical and organisational measures shall be taken against 
unauthorised or unlawful processing of personal data and against accidental loss or 
destruction of, or damage to, personal data. 
 
Question: 
 

Response: 

Do any new systems provide protection against 
the security risks you have identified? 

Ensure that access to the system 
is only given to officers who need 
it. 
(VMI Authorisation Form). 
If Cloud storage is used, check 
with IT Security Team.  
 

What training and instructions are necessary to 
ensure that staff know how to operate a new 
system securely? 

Staff are to be provided with the 
necessary training including the 
procedure to be followed if 
information is requested for use 
in any investigation. Information 
gathered by VMI systems will 
assist in the day-to-day, effective 
management of Council services. 
The information may also assist 
in the application of the range of 
HR policies which are used to 
assist in the effective 
management of the Authority’s 
multiple staff groups. 
  

 
Principle 8  
Personal data shall not be transferred to a country or territory outside the European 
Economic Area unless that country of territory ensures and adequate level of 
protection for the rights and freedoms of data subjects in relation to the processing 
of personal data. 
 
Question: 
 

Response: 

Will the project require you to transfer data 
outside of the EEA?  

No. When new suppliers are 
chosen, this question will be 
asked.  

If you will be making transfers, how will you 
ensure that the data is adequately protected?  
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Appendix 3 
  

 

Internal request for data from Vehicle Management Systems 
 

Owner: Fleet Management                        Date: January 2017 

 
All requests for data must be made via completion of this form. 

 
Purpose and objectives of Vehicle Management Systems  
 
The Vehicle Management System collects information to maintain public safety and manage an 
efficient fleet operation, assisting the Council to comply with S172 of the Road Traffic Act 1988 
and the Health and Safety at Work Act 1974. Information will include personal data of employees 
and the public, and a Privacy Impact Assessment has therefore been undertaken.  
 
The Vehicle Management System has the following objectives: 
• Protect safety of the public and employees 
• Protect security of the vehicle fleet 
• Protect public funds by facilitating more efficient operation of vehicle fleet and defending claims 
 
Some Vehicle Management System devices cover public open spaces (e.g. 360 degree cameras) 
so the system must be compatible with operation of the Council’s Public Open Space CCTV, 
including informing the public of use of these systems. Systems must also only be used in line with 
information given to employees in the Driver’s Handbook. This will ensure openness, 
transparency, legality and increase likelihood of acceptability as evidence in court.  
 
Approving disclosure requests 
 
Data retained in the system will only be made available by the Fleet Manager for audit and Council 
business purposes on receipt of a completed form by an Insurance or Risk Management Officer/ 
Manager/ Head of Service/ Head Of HR/ Director of Service.  Where necessary the Authority’s 
Exemption Panel will be consulted.  
 
Designated Officers who can approve requests in accordance with these objectives are Team 
Managers. All requests must be counter-signed by Head of Service. Designated Officers and 
recipients of the data must have completed Protecting Information elearning within the last 12 
months. 
 
If you are unsure whether a request meets these objectives, or for any request that you would like 
to approve but does not meet the objectives, contact Corporate Information Governance Unit on 
x3041/4320 who can seek advice from Exemption Panel if needed.  
 
Please note that data is only kept for one month, unless secured as evidence.  
 
Completed disclosure forms, and any notes to evidence decision-making, must be securely 
retained by Designated Officers in line with the Council’s retention schedule in case of future 
challenge. 
 



Appendix 3 
Duties of data recipients - if data is authorised for release it must:  
 
1. only be used for Vehicle Management System objectives; 
2. not be released to third parties without Exemption Panel consideration;  
3. be maintained securely and deleted promptly when no longer required.  
 



Appendix 3 
In respect of investigation of an incident, I require the following information: 

Type of data (e.g. vehicle CCTV)  

Incident date:  Incident time:  

Incident location: 
 

 

Incident description, including 
action taken by employees*: 
*If request arises from a complaint, 
anonymous or other, notify Corporate 
Complaints Section for information 
purposes.  

 

Reason for request: 
 
 
 
 

 

I am requesting: View only Download Share with third parties 
Delete as appropriate: Yes No Yes No Contact CIGU on x4320/3041 

 

I understand the duties of data recipients and have undertaken Protecting Information training: 

Name: Sign: 

Position and ID: Email: 

Service Area: Tel no: 

 

Designated Manager  - I have undertaken Protecting Information 
training and confirm that data can be: 

Viewed Downloaded 

Delete as appropriate: Yes No Yes No 

Name: Sign: 

Position and ID: Email: 

Service Area: Tel no: 

 

Head of Service - I counter-sign this application     (delete as appropriate) Approved Refused 
Name: Sign: 

Position and ID: Email: 

Service Area: Tel no: 

 

System accessed and information produced by: 
Name: Sign: 

Position and ID: Email: 



Appendix 3 
Service Area: Tel no: 
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